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Introduction
Background Deep Reinforcement Learning (DRL)
provides a foundation where agents learn optimal behav-
iors by interacting with an environment and maximiz-
ing rewards. When extended to Multi-Agent Systems
(MAS), this naturally evolves into Multi-Agent Deep
Reinforcement Learning (MADRL), where multiple
agents learn simultaneously in a shared setting. In the con-
text of cyber-security, such systems often involve adver-
sarial interactions, giving rise to adversarial MADRL,
where some agents actively seek to disrupt or exploit oth-
ers.

Motivation Existing surveys on adversarial MARL are
insufficient. One lacks dedicated focus on adversarial
aspects[1], while another is limited to test-time attacks
and ignores train-time attacks[2].
Research Questions Our study is guided by the following
three fundamental questions:

1 What are the known vulnerabilities of MADRL?
2 How can multi-agent systems be made more robust?
3 How does current research translate into real-world?

Methodology
We conduct this survey through a reproducible, four-phase
methodology (Collection, Filtering, EDA, Topic Modeling)
designed for comprehensive analysis and easy adaptation
to other research domains. 80 papers were finally se-
lected.

The final list of topics T, comprising Attacks, Defenses,
Communication, and Applications, was then used to
classify the papers into distinct themes.

Findings

Statistical Overview

• Growth: Rapid rise since 2023, sustained in 2024.
• Quality: Mostly Q1 journals and A*/A conferences.
• Sources: IEEE leads, then AAMAS, NeurIPS,

AAAI, ICLR, and MDPI.

Attacks
Our taxonomy categorizes adversarial interactions along
three core axes: attack timing, attacker characteris-
tics, and victim characteristics.

It’s further enriched by three complementary dimensions:
mathematical modeling, defense perspective, and
technical implementation.

Defenses
We categorize MARL defenses along two key dimensions:
the defense scope (what is protected) and the defense
strategy (how robustness is achieved).

Current defenses predominantly target observation/action
spaces, with adversarial training and game theory emerg-
ing as the dominant robustness strategies.
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Adversarial Training (8)
Game Theory (7)
Evaluation (6)
Anomaly Detection (2)
Regularization (2)

51.7%
41.4%

3.4%3.4%

Distribution of Papers by Scope
Observation (15)
Action (12)
Data (1)
Reward (1)

Applications

Environments

We evaluate MARL environments using six key criteria:

Limitations

We categorize current challenges in adversarial MARL into
three core gaps:

Future Directions

• Enhance Realism: Develop scalable, black-box
environments with adaptive defenses and
multi-vector adversaries

• Expand Coverage: Address communication
attacks and create runtime mitigation strategies for
emerging domains (Agentic AI, 6G Networks, Smart
Cities...)

• Improve Rigor: Establish standardized evaluations
and report computational costs for deployable
systems

*
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